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(24) Region IX, 111 Pine Street, Third 
Floor, San Francisco, CA 94111. 

(25) Region X, 1992 Federal Building, 
915 Second Avenue, Seattle, WA 98174. 

(26) Richland Operations Office, P.O. 
Box 550, Richland, WA 99352. 

(27) San Francisco Operations Office, 
1333 Broadway, Wells Fargo Building, 
Oakland, CA 94612. 

(28) Savannah River Operations Of-
fice, P.O. Box ‘‘A,’’ Aiken, SC 29801. 

(29) Southeastern Power Administra-
tion, Elberton, GA 30635. 

(30) Southwestern Power Administra-
tion, P.O. Drawer 619, Tulsa, OK 74101. 

(31) Western Area Power Administra-
tion, P.O. Box 3402, Golden, CO 80401. 

(d) General Counsel means the Gen-
eral Counsel provided for in section 
202(b) of the Department of Energy Or-
ganization Act, or any DOE attorney 
designated by the General Counsel. 

(e) Headquarters means all DOE facili-
ties functioning within the Wash-
ington, DC metropolitan area. 

(f) Individual means a citizen of the 
United States or an alien lawfully ad-
mitted for permanent residence, but 
does not include proprietorships, busi-
nesses, or corporations. Where appro-
priate, the term individual also in-
cludes a duly authorized representative 
of an individual. 

(g) Maintain means maintain, collect, 
use, or disseminate. 

(h) Privacy Act Officer means the per-
son designated by the Director, Office 
of Administration, as responsible for 
administering the DOE’s program for 
implementing the requirements of the 
Privacy Act of 1974 at the DOE loca-
tions listed at § 1008.2(c). 

(i) Record means any item, collection, 
or grouping of information about an in-
dividual that is maintained by or for 
the DOE including, but not limited, to 
education, financial transactions, med-
ical history, and criminal or employ-
ment history, and that contains that 
individual’s name, or other identifying 
number, symbol, or other identifying 
particulars assigned to the individual, 
such as a finger or voice print or photo-
graph. See subsection (a)(4) of the Act. 

(j) Routine use means, with respect to 
the disclosure of a record, the use of 
such record for a purpose which is com-
patible with the purpose for which it 

was collected. See subsection (a)(7) of 
the Act. 

(k) Statistical record means a record in 
a system of records maintained for sta-
tistical research or reporting purposes 
only and not used in whole or in part in 
making any determination about an 
identifiable individual, except as pro-
vided by 13 U.S.C. 8. See subsection 
(a)(6) of the Act. 

(l) System Manager means the DOE of-
ficial who is responsible for a system of 
records as designated in the system no-
tice of that system of records published 
by DOE. 

(m) System of records means a group of 
any records under DOE control from 
which information is retrieved by the 
name of the individual or by some 
identifying number, symbol, or other 
identifying particulars assigned to the 
individual. See subsection (a)(5) of the 
Act. 

(n) Act means the Privacy Act of 1974, 
Public Law 93–579; references to sub-
sections of the Act mean subsections of 
section 3 of the Act.

§ 1008.3 Employee standards of con-
duct with regard to privacy. 

(a) The Headquarters DOE Privacy 
Act Officer shall assure that DOE per-
sonnel are advised of the provisions of 
the Privacy Act, including the criminal 
penalties and civil liabilities provided 
therein, (subsections (g) and (i) of the 
Act), and that DOE personnel are made 
aware of their responsibilities: to pro-
tect the security of personal informa-
tion to assure its accuracy, relevance, 
timeliness and completeness; to avoid 
unauthorized disclosure; and to insure 
that no system of records concerning 
individuals, no matter how insignifi-
cant or specialized, is maintained with-
out public notice. 

(b) DOE personnel shall: 
(1) Collect or maintain no informa-

tion of a personal nature about individ-
uals unless relevant and necessary to 
achieve a purpose or carry out a re-
sponsibility of the DOE as required by 
statute or by Executive Order. See sub-
section (e)(1) of the Act and § 1008.18(a). 

(2) Collect information, wherever 
possible, directly from the individual 
to whom it pertains. See subsection 
(e)(2) of the Act and § 1009.19(a). 
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(3) Inform individuals from whom in-
formation is collected of the authority 
for collection, the principal purposes 
for which the information will be used, 
the routine uses that will be made of 
the information, and the effects of not 
furnishing the information. See sub-
section (e)(3) of the Act and § 1008.19(b). 

(4) Collect, maintain, use or dissemi-
nate no information concerning an in-
dividual’s rights guaranteed by the 
First Amendment, unless: 

(i) The individual has volunteered 
such; or 

(ii) The information is expressly au-
thorized by statute to be collected, 
maintained, used or disseminated; or 

(iii) The activities involved are perti-
nent to and within the scope of an au-
thorized law enforcement activity. See 
subsection (e)(7) of the Act and 
§ 1008.18(b). 

(5) Advise their supervisors of the ex-
istence or proposal of any system of 
records which retrieves information 
about individuals by the individual’s 
name or other identifying number, 
symbol, or identifying particulars as-
signed to the individual. 

(6) Maintain an accounting, in the 
prescribed form, of all disclosures of in-
formation other than those to officers 
or employees who have a need for the 
record in the performance of their du-
ties and those required under the Free-
dom of Information Act. See subsection 
(c) of the Act. 

(7) Disclose no records other than to 
DOE personnel without the advance 
written consent of the individual, ex-
cept as authorized by 5 U.S.C. 552a(b) 
including routine uses published in the 
FEDERAL REGISTER. 

(8) Maintain and process information 
concerning individuals with care to in-
sure that no inadvertent disclosure of 
the information is made. See sub-
section (e)(10) of the Act. 

(9) Inform the proper DOE authori-
ties of any information maintained in a 
DOE system of records which is not au-
thorized by the Privacy Act of 1974. 

(c) Heads of Headquarters Divisions 
and Offices and heads of the other DOE 
locations shall review annually the 
systems of records subject to their re-
sponsibility to insure compliance with 
the requirements of the Privacy Act of 
1974.

§ 1008.4 Procedures for identifying the 
individual making a request for ac-
cess to or amendment of records. 

(a) When a request for information 
about or for access to or correction of 
a record pertaining to an individual 
and contained in a system of records 
has been made pursuant to § 1008.6, 
valid identification of the individual 
making the request shall be required 
before information will be given, access 
granted or a correction considered, to 
insure that information is given, cor-
rected, or records disclosed or cor-
rected only at the request of the proper 
person. 

(b) Subject to paragraphs (c) and (d) 
of this section, an individual making a 
request may establish his identity by: 

(1) Including with his request, if sub-
mitted by mail, a photocopy of two 
identifying documents bearing his 
name and signature, one of which shall 
bear his current home or business ad-
dress and date of birth; or 

(2) Appearing at the appropriate DOE 
location during the regular business 
hours and presenting either of the fol-
lowing: 

(i) One identifying document bearing 
the individual’s photograph and signa-
ture, such as a driver’s license or pass-
port; or 

(ii) Two identifying documents bear-
ing the individual’s name and signa-
ture, one of which shall bear the indi-
vidual’s current home or business ad-
dress and date of birth; or 

(3) Providing such other proof of 
identity as the Privacy Act Officer 
deems satisfactory in the cir-
cumstances of a particular request. 

(c) If the Privacy Act Officer or the 
appropriate System Manager deter-
mines that the information in a record 
is so sensitive that unauthorized access 
could cause harm or embarrassment to 
the individual whose record in in-
volved, or if the individual making the 
request is unable to produce satisfac-
tory evidence of identity under para-
graph (b) or (d) of this section, the indi-
vidual making the request may be re-
quired to submit a notarized statement 
attesting to his identity and his under-
standing of the criminal penalties pro-
vided under section 1001 of title 18 of 
the United States Code for making 
false statements to a Government 
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